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• BACKGROUND: 



- The Utah Data Center has been commissioned to support the 
Comprehensive National Cybersecurity Initiative (CNCI). NSA has been 
designated as the Executive Agent for the Office of the Director of National 
Intelligence for the data center project. Camp Williams, Utah, was selected 
after an extensive search was done for appropriate locations. 
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• It's a pleasure to be here for the groundbreaki ng of 
the Utah Data Center. It is an honor to be among 
SUCH distinguished speakers and attendees, and to 
represent the National Security Agency, which has 
been appointed by the Director of National 
Intelligence to serve as Executive Agent for the 
Data Center Project. 

• i'd like to thank everyone who has worked so hard 
to get us to this point in the project : governor 
Gary Herbert and the other leaders of the state of 
Utah, Senator Orrin Hatch and former Senator 
Robert Bennett, and Maj Gen Brian Tarbet of the 
Utah National Guard, all of whom have provided 
outstanding support to making the utah data 
Center a reality. On behalf of the Director of 
National Intelligence and the Director of the 
National Security Agency, I thank you for your 
efforts at helping to enable and improve our 
national cybersecuri ty. 

• Almost 150 years ago, Camp Douglas was 
established asa garrison dedicated to protecting 
the overland mail route and telegraph lines along 
the Central Overland Route. That was the 
beginning of utah's contributions to our nation 's 
communications security. now that contribution 
moves into the cyber age with the groundbreaking 
of the Utah Data Center - a state-of-the-art 
facility designed to support the intelligence 



UNCLASSIFIED 
Page 2 of 11 



DOCID: 4059330 unclassified 



Community in its mission to enable and protect our 
nation's cybersecurity . 
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BASIC TALKING POINTS 

• Discuss the imperative for taking national action to 

ADDRESS THE CYBERSEC URITY PROBLEMS WE FACE. 
O US DEPENDENCE ON THE INTERNET PROBABLY 
GREATER THAN ANY OTHER NATION 

o Not just means of communications , but data is 

STORE THERE AS WELL - FINANCIAL DATA, PERSONAL 
DATA 

o Cyberspace controls our critical 

INFRASTRUCTURE - BANKING , ENERGY, AIR TRAFFIC 
CONTROL, UTILITIES 

o Threat is growing - infrastructure targetted 

FOR EXPLOITATION AND POTENTIALLY FOR DISRUPTION 
OR DESTRUCTION BY GROWING NUMBER OF STATE AND 
NON-STATE ACTORS 

• Discuss recent progress to date - standup of 
USCYBERCOM, DHS-DOD enhanced cooperation 

o Cybersecurity requires a team effort 

o Critical to leverage resources across 
government 

o cybercom and nsa looking at dot-mil 
networks , but must share this information with 
dhs in order to protect dot-gov side 

o Shared situational awareness is vital 
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• Discuss the information we have on cyber threats and 

OUR ABILITY TO RESPOND TO THEM , AND HOW THIS IS AFFECTED 
BY THE STANDUP OF USCYBERCOM . DISCUSS ALSO THE 
CLOSE RELATIONSHIP WITH NSA TO LEVERAGE EXISTING 
CRYPTOLOGIC CAPABILITIES AND PLATFORMS. 

O NSA HAS BEEN DOING CYBER SECURITY FROM ITS VERY 
BEGINNINGS - NO ONE ELSE HAS THE BREADTH AND DEPTH 
OF KNOWLEDGE AND EXPERIENCE THAT NSA HAS 

o This is why CYBERCOM is co-located with NSA - to 

ALLOW THEM TO TAKE ADVANTAGE OF THAT EXPERTISE 

o But NSA supports the rest of government as well 
o nsa's foreign intelligence and information 

assurance missions allow us to understand the 

cyber threat holistically 

• Cyber not necessarily a new mission - it is a new 
realm in which nsa (and others) have to operate 
their existing missions 

o Cyber is the natural evolution of both our 
SIGINT AND IA missions - as our targets have 

MIGRATED TO CYBER, WE HAVE GONE THERE WITH 
THEM, ON THE SIGINT SIDE. ON THE IA SIDE, AS OUR 
CUSTOMERS HAVE MOVED TO CYBER, WE HAVE 
WORKED TO PROTECT THEIR COMMS AND DATA THERE 

• Discuss NSA role as the world's best at Signals 
Intelligence and Information Assurance - and the 
fact that we need to apply those capabilities in 
cyberspace . 
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o Cyber communications are increasing at an 

EXPONENTIAL RATE 

o Volume, Variety, Velocity of communications 

PROVIDES MULTIPLE OPPORTUNITIES FOR BAD ACTORS 
TO "HIDE IN PLAIN SIGHT" 
O SIGINT CYBER MISSION SUPPORTS NOT ONLY 

NATIONAL CYBERSECURITY, BUT GENERAL NATIONAL 
SECURITY AS WELL - ALLOWS US TO PROTECT OUR 
WARFIGHTERS , OUR EMBASSIES , OUR HOMELAND , OUR 
ALLIES 

o Information Assurance mission allows us to 

PROTECT OUR CRITICAL NATIONAL SECURITY 
INFORMATION 

• Discuss the importance of the collective effort, 

ACROSS THE U.S. GOVERNMENT . ADDRESS THE GLOBAL 
INTELLIGENCE SENSORS, THE ANALYTIC TOOLS AND THE 
INFORMATION NEEDED TO EXPLOIT AND PROCESS 
COMMUNICATIONS . WE SHARE INFO WITH OUR PARTNERS, 
AND WE WILL CONTINUE TO SERVE OUR NATIONAL 
CUSTOMERS 

o Cyber must be a team sport - it is too big for 

ONE AGENCY, OR EVEN ONE NATION TO BE ABLE TO 
"CONTROL" 

o We must work across the INTELLIGENCE 

COMMUNITY , ACROSS GOVERNMENT , AND ACROSS 
INTERNATIONAL BOUNDARIES IF WE ARE TO PROTECT 
OUR PERSONAL AND NATIONAL INFORMATION 
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• Discuss charter and authorities that make it clear 

AS TO OUR ROLE IN PROTECTIN G US INTERESTS ON OUR 
NATIONAL SECURITY INFORMATION SYSTEMS. OUTSIDE OF 
THOSE NETWORKS , NSA HAS A RESPONSIBILITY TO SHARE 
OUR KNOWLEDGE AND EXPERTISE , AND TO PROVIDE 
TECHNICAL ASSISTANCE TO OTHER ORGANIZATIONS IF 
REQUESTED . 

O NSA'S JOB IS TO ENSURE THE SECURITY OF US 
NATIONAL SECURITY INFORMATION SYSTEMS - WE 

support CYBERCOM and other defense 

ORGANIZATIONS IN THEIR VITAL ROLES AND 
RESPONSIBILITIES IN PROTECTING AND DEFENDING 
THOSE NETWORKS AND SYSTEMS 
O BUT THERE IS ALSO A RESPONSIBILITY TO TAKE THE 
KNOWLEDGE THAT IS GAINED FROM THIS AND TO SHARE 
IT OUTSIDE OF NSA AND THE DEFENSE COMMUNITY - 
TO REACH OUT TO THE REST OF THE INTEL COMMUNITY 
- PARTICULARLY DHS, WITH ITS MISSION TO PROTECT 
THE DOT-GOV SIDE OF THE HOUSE 

• Murkier in the UNCLASSIFIED realm - and there are 

EQUITIES THERE THAT, IF EXPLOITED , CAN TREMENDOUSLY 
IMPACT OUR WAY OF LIFE. 

o Government has no legislated requirement to 

PROTECT THE DOT-COM NETWORKS. NONETHELESS , IT 
CANNOT BE ARGUED THAT THESE NETWORKS ARE 
CRITICAL TO THE DAY-TO-DAY FUNCTIONING AND 
OPERATING OF THE UNITED STATES, ITS GOVERNMENT, 
ITS BUSINESSES , AND ITS PEOPLE. 
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• There is a clear mandate for a public / private 
partnership - led on the governmen t side by dhs - 
to ensure the protection of those equities. 

o we would be remiss , as public servants , if we did 
not use the information we gain in protecting 
our dot-mil and dot-gov networks to help to 
secure the dot-com networks as well. 

• Stress importance of reaching outside of 
government to academ ic and private industry to 
leverage capabilities and knowledge and to build 
the partnerships and grow the capabilities to 
combat the evolving threat. 

o we cannot do it alone - nor is it in our best 
interests to try. j ust as cyberspace affects 
every aspect of our society, so too must our 
efforts to secure cyberspace move beyond 
government to include the private sector, 
academia, and our global partners . 

• Emphasize that NSA's role in this is not a 

'MILITARIZATION ' OF CYBERSPACE ; TECHNICAL ADVISORY 
CAPACITY ONLY. 
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O NSA SERVES THE DEFENSE DEPARTMENT AS A 
COMBAT SUPPORT AGENCY. THIS IS TRUE IN OUR 
CYBER ROLE AS WELL - WE HAVE THE RESPONSI BILITY 
TO SUPPORT AND ENABLE USCYBERCOM AS IT 
CONDUCTS ITS DESIGNATED MISSIONS. NSA PROVIDES 
INTELLIGENCE SUPPORT AND TECHNICAL ASSISTANCE 
ONLY. 

• Underscore that everything NSA does in 

CYBERSPACE IS IN COMPLIANCE WITH LAW AND REGULATION 
AND THAT WE ARE 100% COMMITTED TO PROTECTIN G THE 
CIVIL LIBERTIES AND PRIVACY RIGHTS OF THE AMERICAN 
PEOPLE. 

o at the heart of every organization are its core 
values - the underpinning of everything that 
organization stands for. at nsa, our top three 
core values are lawfulness, honesty, and 
integrity. weare committed to upholding the 
Constitution and the laws under which we 
operate, and to acting at all times with honor 
and integrity as we carry out our lawful 
missions. we are diligent in carrying out our 
internal oversight responsibilities and report 
quarterly on our compliance to the 
Department of Defense, Dept of Justice, and 
Congress. 

o This is at the heart of everything we do, and it 

GUIDES EVERY ASPECT OF OUR OPERATIONS . 
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• Discuss notion of cyber deterrence and how it 
takes a collective effort (from a capability and an 
authorities perspective) to develop full spectrum 
defensive and offensive capabilities in cyberspace 

• Stress that while there is validity to the cyber 
deterrence philosophy — it only goes so far because 
we have more at risk in cyberspace than our 
adversaries. 

• Where to from here? Need help from the private 
sector to secure our civil cyber equities. we are 
trailing in this one - and we need to invest 
resources to ensure a comeback. 

• we need to use our partnershi ps both inside and 
outside government to increase our knowledge and 
capabilities in cyberspace , to better understand the 
threat, and to better respond to it. 

• Task at hand is great and failure is not an option . 
All of us - government , military, academia, private 
industry - "Team Cyber" - are on the front lines, and 
i am confident we will answer the call. 
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THANKS TO UTAH AND CONCLUSION 

• We look forward to continuing to work with Utah's 
leaders, inlcuding governor herbert, senator 
Hatch , and Senator Mike Lee - and with the people 
of the state. As at each of our FACILITIES , WE DO OUR 

UTMOST TO WORK WELL WITH LOCAL LEADERS AND 
BUSINESSES , AND WE AIM TO BE A GOOD NEIGHBOR IN UTAH 
AS WELL . 

• we appreciate the welcome you have given us. we 
hope you'll be patient with the construction phase 
of the project, and i look forward to joining you 
again in about two years for the dedication and 
opening of this facility. 

• Thanks again to everyone for their support for this 
project. cybersecurity and national security are 
not just the purview of the intel community or the 
Defense Department - each of us has a part to play, 
and we thank you for what you have done, and what 
you will continue to do, in support of these 
endeavors . 
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